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Mis on EU Login?

EU Login on Euroopa Komisjoni kasutajate autentimisteenus. See véimaldab volitatud kasutajatel Ghe e-
posti aadressi ja parooli abil juurdepaasu paljudele komisjoni veebiteenustele.

EU Login konto muutub passiivseks 6. kuu moéoddudes, kui seda ei kasutata, kuid see on endiselt

juurdepaasetav. Passiivse konto puhul palutakse luua uus parool ning parast seda on konto jille
kasutatav.

Kuidas kasutada EU Login kontot?
Esmalt tuleb luua EU Login konto kasutades jargnevat linki:

https://webgate.ec.europa.eu/cas/eim/external/register.cgi

1  This website uses cookies. Click here to learn more, Close this message X
EU Login b Eonidi o 3 7.
One account, many EU services 2 O Bl Y

Sign in to continue

Enter your e-mail address or unique identifier

4
5 E=A
Or
6
Easy, fast and secure: download the EU Login app

® App Store " Google Play

8 About EU Login  Cookies  Privacy Statement  Help Powered by

European Union (4  EU institutions (5

g European
=" Commission

1. Veebilehe Ulaservas on kollane riba ning vajutades sellel ndustute kiipsistega, et saaksite
erinevatesse rakendustesse sisse logida ilma et peaksite oma e-posti aadressi ja salasdna uuesti
sisestama. Need kiipsised ei sisalda isikuandmeid ja need eemaldatakse, kui need ei ole enam
vajalikud.

2. Saab muuta ekraani kontrastsust.


https://webgate.ec.europa.eu/cas/eim/external/register.cgi
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3. Rippmendlilist saate valida omale sobiva keele.
4. Kui Teil on juba EU Login konto siis kasutage sisselogimiseks oma e-posti aadressi.
5. Kui Teil ei ole veel kontot siis vajutage nupule Loo konto.

6. EU Login pakub voimalust autentida sotsiaalmeedia (Facebook, Twitter ja Google) kaudu, et
padseda ligi Euroopa Komisjoni rakendustele ilma konkreetset EU Logini kontot loomata. See on
saadaval ainult valistele kasutajatele ja pole veel lubatud koigi avalikkusele avatud rakenduste
jaoks.

7. Mitmeastmelise autentimise jaoks on vajalik alla laadida oma mobiiltelefoni EU Login rakendus,
mida saab teha veebilehelt v4i mobiilitelefonist.

8. Lingid EU Login-I kohta, Kiipsised, Isikuandmete kaitse pohimotted, Abi.

Taitke lahtrid ja nGustuge isikuandmete kaitse p6himdtetest ning vajutage nuppu Loo konto.

Create an account Create an account
;:St name . . ;I’I’:l—:;:lei o

1 ‘ Anna ‘

2 ] ™ }
E-mail E-mail

3 emali@emall.com ‘

Confirm e-mail Confirm e-mail

4

I emaili@email.com ‘

E-mail language E-mall language

= English (en) v
5 ) English (en) -

By checking this box, you ach

By checking %, you acknowledge that you

6 have read and understood the pIiva

tood the privacy statement

7 Cancel

have read and ur

Create an account

Thank you for registering, you will receive an e-mail allowing you to complete
the registration process.


https://webgate.ec.europa.eu/cas/privacyStatementPopup.html
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Teie sisestatud e-posti aadressile saadetakse e-kiri, kus palutakse parooli loomiseks vajutada seda linki.

Authentication Service <automated-notifications@nomail.ec.europa.eus 12:49 (0 minuten geleden) ff & $
aanAnna v

Dear Anna Name
You have been registered in EU Login

Your email address i1s

To create your password, follow the link below

thiglink
Y@ve a maximum of 24 hr, starting from the time that this message was sent, to create your password, but you are encouraged to do so immediately if possible. After this time, you can make
another request by following the same link: you will then need to re-enter your username and confirm your request

If the above link does not work, you can copy the following address (make sure the complete address is copiedl) and paste it into your browser's address bar

hitps /iwebgate ec eurgpa eu/cas/iniVinitialisePasswordl ogin cgi?wayf domain=external&wayf remember=checked&wayf submit=Select&uid=n00dmxta&resetCode=
TYzQyMjF6yoBHASomRRINKIOVELWpXS53ludnJikNm27

Instead of replying to this message, if you have a problem, please follow the help or contact information on the site where you were trying to register
Note that it may take up to 5 minutes after reception of this mail before the above-mentioned site will recognize your registration

Sent to you by EU Login

Vajutades seda linki suunatakse Teid EU Login veebilehele, kus kisitakse Teie enda loodud parool ning parast
seda vajutage nuppu Esita.

New password New password

I BN Please ch your new p. d. I n Please choose your new password.
n00dmwxe n00dmwxe
(External) \ {\) (External)
a
-~ {
New password New password
=\
Confirm new password [ D Confirm new password

| |
I

Passwords cannot include your username and must contain at least 10

Passwords cannot include your usermname and must contain at least 10
characters chosen from at least three of the following four character groups
k2 characters chosen from at least three of the following four character groups
(white space permitted)
(white space permitted)

Upper Case: Ato Z
Lower Case: atoz
Numenc Oto 9

o Upper Case:AtoZ
e LowerCase:atoz
o Numeric 0to 9

Special Characters I"'#$%8'()"+ - [ <=>7@[\}* _"{l}~
«» Special Characters: I'#8%&'()*+ - /:<=>2@[\}*_" (I}~
Examples: YxgT{j'6Gi fHAMnM)ck ZThnbigff#
Examples. YxgT{j'6Gi fHAjMnM}ck ZThnbfgff#
[Generate other sample passwords)
[Generate other sample passwords]



https://webgate.ec.europa.eu/cas/init/initialisePasswordLogin.cgi?wayf.domain=external&wayf.remember=checked&wayf.submit=Select&uid=n00ehqpv&resetCode=ylPuBWkQUSMrosZSqfbASevES1xE68RhnmCDfzja7EB
https://webgate.ec.europa.eu/cas/init/initialisePasswordLogin.cgi?wayf.domain=external&wayf.remember=checked&wayf.submit=Select&uid=n00ehqpv&resetCode=ylPuBWkQUSMrosZSqfbASevES1xE68RhnmCDfzja7EB
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Seejdrel on Teie poolt loodud parool kinnitatud ning vajutage nuppu Jatka.

New password

Your EU Login password was successfully changed.

Proceed
Sisselogimine Gnnestus ning Te ndete veebilehe paremas servas oma Nime.

EU LOgln O ’ English (en)
One account, many EU services

Anna NAME &3

Successful login

You are now logged in to EU Login.

To stop the automatic single sign-on, click Logout or close all browser
windows

Sisselogimine mitmeastmelise autentimisega

Mitmeastmelise autentimisega sisselogimisel on erinevad véimalused:
EU Login Mobile App + QR code
EU Login Mobile App + PIN-kood

Turvavéti (Security Key) ja usaldusvadrsed platvormid (Trusted Platform)
Electronic ID (elD)

A DdD =~

Kaheastmelise autentimise seadistamine EU Login Mobile rakendusega

Mobiilirakenduse alla laadimiseks on EU Login lehel olemas otselink. Samuti on see leitav telefoni rakenduste
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poes (tasuta).

EU Login rakendust saab alla laadida ainult t66tava kaameraga telefonile.

Parast rakenduse alla laadimist on vajalik labi viia alustusprotsess. Selleks vajate lisaks mobiiltelefonile ka arvutit.

Rakenduse avamisel lubada marguanded, ilma selle ndusolekuta ei saa rakendust kasutada.

EU Login

One account, many EU Services

Initialise
Before you start, you need to link your device with your EU Login account.

“EU Login"” Would Like to
Send You Notifications
Notifications may include alerts,
sounds and icon badges. These can be
configured in Settings.

Don't Allow Allow
& Settings

More information about your device and *' )gin app.

B - \  European
= = Commission

Rakendus EU Login Mobile pakub parast aktiveerimist mitmesuguseid voimalusi sisselogimiseks, naiteks:
1. EU Login Mobile App PIN-kood - saate kasutada EU Login Mobile App PIN-koodi kinnitamise meetodit
2. EU Login Mobile App QR-kood - saate kasutada EU Login Mobile App QR-koodi kinnitamismeetodit
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EU Login Mobile App'i kaivitamine mobiilseadmega:

EU Login

One account, many EU Services

Initialise
Before you start, you need to link your device with your EU Login account.

Settings
More information about your device and the EU Login app.

m European I
Commission

Kui olete EU Login Mobile rakenduse juba mdnesse teisesse seadmesse alla laadinud ja labinud alustusprotsessi
vOi kui registreerisite oma mobiiltelefoni numbri SMS-ide vastuvdotmiseks, siis kasutage juba registreeritud
seadet voi telefoninumbrit.

Logige arvutist sisse EU Login veebilehele kasutades e-posti aadressi ja salasona.

EU Login oma konto andmetele juurdepaasuks liikuge noolega paremas ilanurgas seadetele (hammasratas) ja
valige Minu konto.
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| 3 You are now logged in to EU Login.
To stop the automatic single sign-on, click Logout or close all browser

Valige Mobiilirakenduse seadmete haldamine.

o «

My account details Configure my account Delete my account

L 6@ 6o

Manage my mobile M::;g:rr‘r‘;yT?ue;l;Zty Manage my mobile
Platiorms phone numbers

o L

Manage my elDs You can view the sessions opened
for visited applications.

Display my sessions

Vajutage Lisa mobiiliseade.
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Manage my mobile devices

Add a mobile device

W

< My Account

1. Andke oma seadmele nimi

Seadme nimeks valige Teile sobiv nimi, nditeks "Minu tahvelarvuti mudel”, "Minu telefoni mudel" véi "Minu

sinine telefon".

2. Seadistage 4-kohaline PIN-koodi

Valige kood, mida saate hdlpsalt meelde jatta. Kuid valtige PIN-koode, mida on lihtne &dra arvata, nagu teie

slinniaasta voi siinnipaev ja -kuu.

Add a mobile device

Please give a name to identify your mobile device and
a PIN code to use for it

Your device name (1

Your 4 digit PIN code

2

You will be required to enter this PIN code on your
mobile device to use the EU Login mobile app.

Confirm your PIN code | 2

Add a mobile device

Please give a name to identify your mobile device and
a PIN code to use for it.

Your device name

= |

Your 4 digit PIN code

You wiil be required to enter this PIN code on your
mobile device to use the EU Login mobile app.

Confirm your PIN code

veesf

10
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Vajutage nuppu Esita.

Avage oma mobiiltelefonis EU Login Mobile rakendus ja valige Alusta. Jargige ekraanil kuvatavaid juhiseid ja
lubage juurdepdas oma kaamerale.

< Walcome

Welcome to the EU Login App!

EU Login

One account, many EU Services 2. Add your mobie device and press Next 10 5can the generated QR code.

Initialise

“EU Login® Would Like to
Access the Camera

U 2age cxqures access 1o your
Camara 1o searrang OF codes

Settings
Mare information sbout

QR-koodi skdnner kaivitub Teie mobiiltelefonis ja QR-kood kuvatakse Teie arvuti ekraanil. Suunake
mobiiltelefoni kaamera arvutiekraanile, kuni QR-kood tuvastatakse. Mobiiltelefoni ekraanil iimuvasse kastikesse
sisestage varem seadistatud 4-kohaline PIN-kood ja vajutage nuppu Autentimine.

Nild on Teie mobiiltelefon seotud EU Login kontoga. Vajutage nuppu Edasi.

Add a mobile device i

Enter PIN code Device registration successful

court. You can now auenticate to

Scan this QR code using
your EU Login mobile

app.

Cancel

11
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Saate oma mobiilseadmega edaspidi padseda ligi Euroopa Komisjoni teenustele, mis nduavad mitmeastmelist
autentimist, kasutades selleks 4-kohalist PIN-koodi voi skaneerides QR-koodi.

Teie registreeritud e-posti aadressile saadetakse e-kiri, et Teie EU Login kontole on lisatud uus mobiilseade.

Kui Teie mobiiltelefon on varustatud sérmejaljetuvastusega (TouchID), kuvatakse automaatne hipikaken
sormejaljetuvastuse lubamiseks. Saate selle funktsiooni lubada, klGpsates nuppu JAH. Kui Te ei soovi
sdrmejiljetuvastust lubada, kldpsake nuppu JATA VALIA.

EU L@gm

One account, many EU Service

Enable TouchID?

Your device has been equipped with
TouchlID. Do you want to enable TouchID for
your EU Login authentication?

YES SKIP

Minu konto alt saate edaspidi mobiilseadmeid kustutada, lisada ja muuta PIN-koodi.

12
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EU Login kontole sisselogimine kasutades EU Login App + QR-kood

1. Sisesta oma e-posti address ja vajuta nuppu Jargmine.
2. Sisesta oma Salasdna.
3. Valirippmenist EU Login App + QR-Code ja vajuta nuppu Logi sisse.
4. QR kood kuvatakse ekraanile.

Sign in to continue Sign in to continue QR code authentication

: - =L Welcome
1 - a "
4 4

5. Kaivitage EU Login Mobile rakendus mobiiltelefonis. Vajutage nuppu Scan QR Code. Suunake mobiiltelefoni
kaamera arvutiekraanile, kuni QR-kood tuvastatakse.

6. EU Login mobiilirakendus kuvab (ihekordse parooli, mis koosneb numbritest ja tahemarkidest.

7. Sisestage lihekordne parool ( ilma tlhikuteta) arvutiekraanil vdljale Mobiilirakenduse loodud kood.

8. Jatkamiseks vajutage nuppu Logi sisse.

QR code authentication

Congratulations!

uccessfully generated a One Time Please scan the QR code with your EU Login mobile app and
d (OTP) from th ode. To type in the generated code below
continue your EU Logii

EU LOgin enter the OTP shown

One account, many EU Services

e H785 D3KN

This OTP will be valid for 5 minutes,
starting from the time that you visited the

QR code page.

Code generated by your app

7 ) H785D3KN

14
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Oma EU Logini konto andmetele juurdepaasuks vajutage paremas Ulanurgas seadete (hammasratta) ikoonil ja valige

Minu konto.

Successful login

You are now logged in to EU Login.

To stop the automatic single sign-on, click Logout or close all browser

windows

Anna NAF@')

email@email.com

(External)

Change password
I My Accaunt

Logout

Avaneb leht Minu konto, kus on mitmeid valikuid oma konto (iksikasjade muutmiseks ja vaatamiseks.

Minu konto andmed

Siit leiate Uldist teavet oma EU Login konto kohta, nagu kasutajanimi, viimane sisselogimine, viimane parooli

ldhtestamine ja palju muud. Kogu siin olev teave on ainult lugemiseks.

My account details
3

Usemame

Domain

Unique identifier at the Commission (uid)
Most recent login

Previous login

Account created

Name

Email preferred language

E-mail

Password last changed

Password expires
(as defined by the policy currently in force)

Password last reset
Password reset last requested
Number of good logins
Number of bad logins

Last unlock time

Last authentication failure

Group Membership(s)

List of Federated IDs

My account details

n00dmwxe

3 10:24 GMT+02:00

AIDA_SELFRG

¢ My Account

15
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Kaheastmelise autentimise seadistamine turvavotme ja usaldusvaarsete platvormidega
See funktsioon vGimaldab hallata turvavotmeid (Key-ID) ja usaldusvaarseid platvorme, mida kasutatakse
kahefaktoriliseks autentimiseks. Enne nende lisamist EU Logini kontole peab turvavéti voi TPM olema seadmes
seadistatud (vaata seadme kasutusjuhendit).

Sammud:

1. Sisesta turvavoti seadmesse.

2. Kldpsa Manage my Security Keys and Trusted Platforms. Vajadusel autentige tugevama meetodiga.
3. Vali Add a Security Key voi Add a Trusted Platform.

4. Sisesta seadme nimi ja vajuta Submit.

5. llmub teade ,,Credential registration in progress”, brauser kiisib luba autentimisinfole ligipaasuks.
6. Kldpsa Proceed. Ara margi Anonymise anyway valikut, muidu meetod ei té6ta. Kinnita sdrmejiljega.

7. Kui k&ik 6nnestub, kuvatakse teade: , A security key has been added.

EU Login User Guide

) gs Manage my Security Keys and Trusted Platforms Add a Security Key
2 @ % Canca
A 3 Ssauily Key Ads a Trusted Platiorm

J casccemope s requesing crended steenaten. | [Nlanage my Security Keys and Trusted Platforms

about your suthenticator, which may sffect your

can anamymize this for you, but the web ste | @ & secuny ey ton bewn susec 5
e thit suthenticator, ¥ declined you cany

Elektroonilise elD-ga sidumine

Et siduda oma elD (elektrooniline isikutunnistus) ELi sisselogimiskontoga, klopsa nuppu "Seo minu elD". See
vBimaldab Ghendada sinu riikliku elektroonilise isikutunnistuse sinu EU Login kontoga.

Toimi jargmiselt:

1. Aseta oma ID-kaart kaardilugejasse.

16
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Q Configure my account

Configure my account

First name

| Anna |

Last name

‘ Name |

E-mail

email@email.com

E-mail language

’ Nederlands (nl)

| want to receive e-mail notifications.

(0 warn me each time an application asks for my identity

(J view my EU Login account details after logging me in
Always require multi-factor authentication

Enable adaptive authentication for my account

2. Vali omariik.

3. Jargi ekraanil kuvatavaid juhiseid kaardi sidumiseks.

@ Manage my elDs Log in with your elD
iy
W Please select your country of origin
ﬁ elD Authentication
Yo can ik «ohebID 0 vour U O = Austna B8 Beigum - Croatiz
e B czechia & o . ormany
B0 ey _— v . L
— Luxemzourg B vana —Nethriands
B portugal © . siovakia = san
e Sweden

m e

“Konfigureeri minu konto”’

Isiklike andmete muutmiseks kldpsake nuppu Konfigureeri minu konto. Siin saate varskendada oma
isikuandmeid, e-posti aadressi ja e-kirja keelt ning e-posti teavituste seadeid.

17
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Kustuta koik minu seadmed ja e-1D-d (PANIC)

Selle valiku kasutamine tiihistab Teie kontoga seotud mis tahes mobiiltelefoninumbri, mobiilseadme, riistvara
vOi elektroonilise ID-ga autentimise valikud. Kaotate juurdepaasudigused rakendusele, mis nduavad
kaheastmelist autentimist. Teid logitakse vélja ka EU Login-ist.

& Delete all my devices and elD (PANIC)

Delete all my devices
and elDFPANIC)

ﬂ /) Warning! This operation cannot be undone.

You will no longer be able to authenticate using any mobile phone number,
mobile device, hardware token or electronic ID linked to your account

You will lose access rights to some applications

You will be logged out from EU Login

18
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Abi ja korduma kippuvad kisimused

Unustasid salasona?

1. Vajuta avaekraanil tekstile Kaotasite oma parooli?
2. Kuvatakse Teie e-posti aadressi ning vajutades nuppu Taotlege parooli saadetakse Teile e-kiri, milles link
parooli lahtestamisega.
Sign in to continue New password 3 Poaso wat
Welcome R
R — =
o= -

E-kirjas vajutage sinisele kirjale (lingile).

Avage arvutis EU Login leht ning sisestage uus parool.
Vajutage Esita nuppu.

Kui parool on muudetud, vajutage Jatka nuppu.

IS

Kui Teie konto on lukustatud, ei saa Te oma parooli ldhtestada. Selle aja jooksul ei saa Te sisse logida ega oma
parooli ldhtestada. See juhtub siis, kui jarjestikku sisestatakse liiga palju valesid paroole. Parast konto
lukustumist 15 minuti mé6dumisel konto taasaktiveeritakse automaatselt.

19



EU Login kasutusjuhend

Authentication Service <automated-notifications@nomail.ec.europa.eu> 13:59 (1 minuut geleden) ¢ & :
aan Anna v

Dear Anna Name (n00Odmwxe),

You have requested a reset of your EU Login password. You can do this by following the link below, preferably immediately - but a
@axmum of 1 day after this message was sent. You should therefore follow the link before 29/08/2023 13:59 GMT+02:00

<https //webgate ec europa eu/cas/iniVinitialisePasswordlLogin.cgi?uid=n00dmwxe&resetCode=qzPzxkAJMMhCI2¢cbJwyyRm4uOPzoBQ
hOkODnwoEv8BIW&loginRequestid=ECAS_LR-12741393-sINwdTPTJi8evPuHOMdbx0yneKPTZykjysWCIFS7KKx2bs 1rpkge7Uw8k6sS
TvjkB50oEL Cs6e3eBnQtZtSersW-ipdZscgswOKABL GzidSNIM-KyP70OSPcRVOquiW8qiXya1ldppRo3faxit12y8387Jvd70ZdYYr3aSxbrCto
Ags6MPaD9dMfy9Bi3eCUy444ym>

If you did not make or authorise this request yourself, it may be due to a typing error by another user. To cancel the request, please click
here

If the above mentioned link does not work, you can copy-paste it (without any line break) in your browser address bar.
If this message was delayed or for some other reason you are unable to complete the rest of the process within 1 day, please return here to
make another request

If you suspect that someone else is trying to obtain or reset your password, please report this to your local support desk.

Sent to you by EU Login automated password reset service

New password New password

®

I 8 Your EU Login p d was fully changed.

I J8 Please ch your new p d.

email@email.com

(External)
Proceed
New password

Passwords cannot include your usermame and must contain at least 10
characters chosen from at least three of the following four character groups
(white space permitted):

« Upper Case:Ato Z

« LowerCase:atoz

» Numeric:0to 9

« Special Characters:I"#8%8&'()"+,-./;<=>?@[\]* _'{|}~

Examples: iEDUrqoen4 BefiHwTjl2 EWGakHzBY6
[Generate other sample passwords]

20
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Kuidas muuta salasona?

1. Logige sisse EU Login lehele ja valige paremas lilanurgas seadete (hammasratta) alt Parooli muutmine.
2. Sisestage oma praegune parool.
3. Sisestage uus parool kaks korda.
4. Vajutage nuppu Muuda ja uus parool salvestub.
Anna NAVE G} Change password
email@email.com
email@email.com
(External) (European Commission)
Current password
1 I Change password & "
' New password
My Account 3'
LOgOUt Confirm new password

Passwords cannot include your username and must contain at least 10
characters chosen from at least three of the following four character groups
(white space permitted)

» Upper Case:Ato Z

» LowerCase atoz

* Numeric.0to 9

» Special Characters: I"#38%8&'()"+,-./.,<=>?@N\* _"{|}~

Examples: I+HOCjm,yM knWE+B2nLK MDPSacsup9

[Generate other sample passwords]
Note: Changing this password does not affect your Windows or Internet
password

Please take great care in entering your new password. Once you have created
it, you will only be able to change or reset it yourself after 1 day.

Kuidas muuta oma e-posti aadressi EU Login lehel?

1. Logige sisse EU Login lehele ja valige paremas llanurgas seadete (hammasratta) alt Minu konto.
2. Valige Konfigureeri minu konto.
21



3.
4.

Muutke oma e-posti aadress.
Vajutage Esita nuppu.

EU Login kasutusjuhend

22
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e Configure my account

Configure my account

First name

Anna

Last name

Name

E-mail

email@email.com

E-mail language

Nederlands (nl)

| want to receive e-mail notifications.

(J warn me each time an application asks for my identity

(J view my EU Login account details after logging me in
Always require multi-factor authentication

Enable adaptive authentication for my account

Mida teha, kui Te ei saanud SMS-i?

Palun vdtke Ghendust EU Login veebiabiga https://webgate.ec.europa.eu/cas/help.html. Kui probleem psib,
votke Ghendust EU- LOGIN-EXTERNAL-SUPPORT@ec.europa.eu

Kuidas kustutada EU Login kontot?

Oma EU Logini konto kustutamiseks klépsake nuppu Konto kustutamine ning jargige juhiseid.
Parast kontokustutamist kéik juurdepaasudigused tihistatakse ja neid ei saa taastada.

¢ Delete my account - Confirmation required

Q28
Daleto o oo

] A% Warning! You are about to delete your EU Login account.

All access nghts assigned 10 this account will be revoked. You will not be able

{0 recover them

Delete Cancel
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